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Freedom of Information Act 2000 – Request for Information 
 
Thank you for your request for information received on 3 March 2017 in relation to 
the County Durham and Darlington NHS Foundation Trust (Trust).  We are dealing 
with your request under the provisions of the Freedom of Information Act 2000.  
 
You requested information regarding IT and Wi-Fi Specifically you asked for:  
 
1. Number of employees? 
 
Answer: 7239. 
 
2. URL Filtering vendor? 
 
Answer:  McAfee. 
 
3. URL Filtering annual cost?  
 
Answer: 0 (part of existing contract). 
 
4. URL Filtering expiry date?  
 
Answer:  3019. 
 
5. Firewall vendor? 
 
Answer: Protected Information following cyber security risk assessment. The Trust is 
therefore refusing this section of your request under section 31(1) (a) of the Act: 
prevention or detection of crime. The disclosure of the information requested would 
make the Trust more vulnerable to crime and make it easier for a would be attacker 
to penetrate our data network and assets.  
 



 

 

6. Firewall annual cost? 
 
Answer:  £26,625. 
 
7. Firewall expiry date? 

 
Answer: Annual maintenance renewed in March. Expected replacement in 2019. 
 
8. Sandboxing vendor? 

 
Answer: N/A. 

 
9. Sandboxing annual cost? 

 
Answer: N/A. 

 
10. Sandboxing expiry date? 

 
Answer: N/A. 

 
11. Guest WiFi vendor? 

 
Answer: No guest WiFi solution. 

 
12. Guest WiFi annual cost? 

 
Answer: No guest WiFi solution. 

 
13. Guest WiFi expiry date? 

 
Answer: No guest WiFi solution. 

 
14. Number of Egress Points? 

 
Answer: Protected Information following cyber security risk assessment. The Trust is 
therefore refusing this section of your request under section 31(1) (a) of the Act: 
prevention or detection of crime. The disclosure of the information requested would 
make the Trust more vulnerable to crime and make it easier for a would be attacker 
to penetrate our data network and assets.  

 
15. VPN Vendor? 

 
Answer: VPN Vendor – This would expose us to potential security vulnerability 
exploits from attackers so we will not disclose. The Trust is therefore refusing this 
section of your request under section 31(1) (a) of the Act: prevention or detection of 
crime. The disclosure of the information requested would make the Trust more 



 

 

vulnerable to crime and make it easier for a would be attacker to penetrate our data 
network and assets.  

 
16. Number of IT Security Breaches in past 12 months? 

 

Answer: None. 
 
17. Are you using Office 365? 

 
Answer: No. 

 
18. Are you scanning SSL traffic? 

 
Answer: Yes. 
 
19. What are your MPLS costs per year?  

 
Answer: £169,554 last year. 

 
20. How many locations do you have connected to your MPLS Network?  

 
Answer: 30. 

 
21. Who are the people responsible for Network Security? 

 
Answer: There are 4 people responsible. 
 
22. Which cloud Platform or platforms as a Service (PAAS) are you using / 
looking to use. (AWS, Azure, Google)? 

 
Answer: None. 

 
23. Who is your Head of Security or Chief Information Security Officer? 

 
Answer: Craig Robinson - Head of ICT 

 
24. Who is your Chief Information Officer or Chief Technology Officer?  

 
Answer: Vacant (Out to advert). 

 
25. Who is your Senior Cloud Architect? 

 
Answer: None. 

 
26. What VPN / RAS solution do you use?  

 



 

 

Answer: Protected Information following cyber security risk assessment. The Trust is 
therefore refusing this section of your request under section 31(1) (a) of the Act: 
prevention or detection of crime. The disclosure of the information requested would 
make the Trust more vulnerable to crime and make it easier for a would be attacker 
to penetrate our data network and assets. 

 
27. How much is your VPN / RAS solution renewal cost? 

 
Answer: £25,990. 
 
28. When is your VPN / RAS solution due to be renewed?  

 
Answer: 2020. 

 
In line with the Information Commissioner’s directive on the disclosure of information 
under the Freedom of Information Act 2000 your request will form part of our 
disclosure log. Therefore, a version of our response which will protect your anonymity 
will be posted on the County Durham and Darlington NHS Foundation Trust website. 
 
If you have any queries or wish to discuss the information supplied, please do not 
hesitate to contact me on the above telephone number or at the above address. 
 
If you are unhappy with the way your request for information has been handled, you 
can request a review by writing to: 
 
The Chief Executive 
County Durham & Darlington NHS Foundation Trust 
Darlington Memorial Hospital 
Hollyhurst Road 
Darlington 
DL3 6HX 
 
If, you remain dissatisfied with the handling of your request or complaint, you have a 
right to appeal to the Information Commissioner at: 
 
The Information Commissioner’s Office 
Wycliffe House 
Water Lane 
Wilmslow  
Cheshire 
SK9 5AF 
 
Telephone: 0303 123 1113 
Website: www.ico.gov.uk.  
 
 
There is no charge for making an appeal. 

http://www.ico.gov.uk/


 

 

 
Yours sincerely 

 
 
Joanna Tyrrell 
Freedom of Information Officer 


